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1. INTRODUCTION 

Inside the context of modern democracy, the act of voting assumes a crucial significance in shaping 
collective outcomes, spanning from the selection of national leaders in presidential elections to the 
appointment of individuals in positions of authority inside organizations. Nevertheless, traditional electoral 
systems that rely on paper ballots and manual procedures sometimes face a range of difficulties, such as high 
expenses, complex operating procedures, and the possibility of misconduct [1]. These obstacles have the 
potential to undermine public confidence in the credibility of election results. The advent of information 
technology has given rise to the potential of electronic voting (e-voting), presenting a more streamlined and 
accurate substitute for conventional voting approaches. However, e-voting is not devoid of its array of 
obstacles, with concerns over transparency, data integrity, and security taking center stage [2]. Blockchain 
technology has emerged as a potential answer to these difficulties, providing exceptional transparency and 
security through its decentralized, and distributed ledger capabilities. Furthermore, the use of smart contracts 
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in blockchain technology enables the automation and validation of transaction procedures, guaranteeing that 
actions taken are by predetermined agreements, thereby eliminating the necessity for involvement from 
external parties [3]. 

The objective of this study is to leverage the capabilities of blockchain technology [4], to create a 
decentralized application for e-voting. By utilizing the Ethereum network and the truffle framework, this 
study proposes the utilization of smart contracts as self-executing electoral agreements. The design of the 
Ganache network strengthens the prototype’s ability to record voting transactions independently of a central 
database. This enables voters to verify election results by examining each transaction on the local blockchain 
[5]. This project endeavors to design a blockchain-based e-voting system by implementing the Kanban 
development technique [6], which prioritizes disciplined organization and transparent workflow [7]. The 
primary objective of this system is to improve the transparency and integrity of voting results, while 
simultaneously addressing the inherent difficulties commonly seen in conventional e-voting systems [8]. The 
integration of blockchain technology into e-voting systems has the potential to redefine election processes by 
providing improved security, accountability, and public trust in the democratic system [9]. This development 
is occurring with the ongoing worldwide digitization and increased scrutiny of democratic procedures. 

This research raises crucial inquiries regarding the seamless integration of blockchain technology 
into e-voting systems. In what ways may blockchain be efficiently integrated into e-voting systems? can 
blockchain technology serve as a safeguard, guaranteeing the transparency and security of vote outcome 
data? the objective of this study is to investigate the integration of blockchain technology with e-voting 
systems, with a focus on developing a comprehensive framework. This framework intends to enhance 
transparency and strengthen the security of voting result data. This study aims to enhance both academic 
comprehension and practical utility by examining the fundamental concepts of elections and their integration 
with e-voting. Furthermore, this study aims to provide insights into the prospective applications of 
decentralized technology, such as blockchain, within the realm of e-voting systems. An essential element of 
this study pertains to its emphasis on mitigating unlawful alterations of recorded votes and ensuring the 
integrity of each individual’s democratic expression. The primary objective of this study is to guide future 
research focused on decentralized data storage systems, to facilitate the harmonious evolution of the 
democratic process alongside technology improvements. 


2. METHOD 

The utilization of the Kanban method in the development process of the e-voting system involves 
the integration of a digital Kanban board provided by the software platform Notion. The Kanban process 
starts with a ‘literature review’, followed by tasks being placed in a ‘Kanban backlog’. From there, tasks 
move through the stages of ‘to do’, ‘in progress’, ‘Testing’, and finally ‘Done’. After all tasks are completed, 
the process concludes with a ‘Final Report’. Each task progresses sequentially from one column to the next, 
ensuring a systematic approach to the development work. This structured workflow is designed to optimize 
efficiency and track the progress of the project until its completion. The subsequent stages outline the 
intended research on e-voting systems: 

The provided diagram, labeled as Figure 1, illustrates the visual representation of the subject matter 
under discussion. The research process begins with a comprehensive study of existing literature about 
e-voting and blockchain systems. Subsequently, an examination of the suggested system ensues. The analysis 
is subsequently represented in the form of a backlog. Tasks that are included in the backlog are assigned 
specific time limits and are subsequently recorded in the to do column. The process of system development 
commences with the transition of a task from the “to-do” state to the “in-progress” state. After the assignment 
has been finished, it is transferred to the Testing column for assessment. After undergoing testing and 
receiving approval, the work is then moved to the done column, signifying its successful completion. 


2.1. Related works 

In the domain of health insurance, people and health insurance organizations have enduring 
obstacles. The aforementioned issues have stimulated the investigation of utilizing blockchain and semantic 
web technologies to augment the efficacy of smart contracts inside this particular domain [10]. The 
underlying cause of these issues might be attributed to the divergent methodologies employed in the 
compensation of injuries arising from clinical trials across different nations. In the United States, the 
determination of compensation for these injuries is discretionary, whereas in countries such as the 
Netherlands, it is closely tied to instances of medical misconduct, frequently resulting in legal conflicts. On 
the other hand, certain nations, such as New Zealand, have implemented a more efficient strategy by 
providing direct compensation without requiring substantial evidential requirements beyond the 
documentation of the harm. The fundamental aim of the research project was to devise a transparent, secure, 
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and mutually acceptable system for health contracts that could be readily validated. To accomplish this 
objective, the researchers developed a decentralized application (DApp) that utilizes the capabilities of 
blockchain and semantic web technologies [11], [12]. The objective was to enhance the ease, reliability, and 
legitimacy of agreements between individuals and health insurance entities on their healthcare claims. 

The internet-based polling systems were found to have vulnerabilities that rendered them prone to a 
range of security risks. In response, scholars devised secure and verifiable polling system (SeVEP). The 
present polling system was developed with the primary objective of safeguarding the rights and privacy of 
voters, verifying the identities of voters, facilitating the casting of multiple ballots within a certain period, 
and mitigating instances of duplicate voting. The secure, verifiable, and operationally sound nature of the 
SeVEP polling system was established through a comprehensive evaluation process that included rigorous 
security evaluations, performance testing, and comparison analysis [13]. 

The researchers implemented an e-voting system as a potential remedy for the limitations observed 
in traditional voting systems. The culmination of their extensive research efforts has resulted in the 
development of an internet-based software application for electronic voting, referred to as the next generation 
election e-voting web application. The aforementioned system is characterized by its ability to facilitate 
remote voting and its commitment to upholding voter privacy, fairness, comprehensiveness, originality, and 
resilience in the political process [14]. 

The inadequacies of the centralized system in the context of crowdfunding were emphasized. The 
development of a decentralized crowdfunding system prototype was undertaken by researchers, who utilized 
blockchain technology and integrated smart contracts. This application aimed to address the needs of both 
fundraisers and funders inside crowdfunding systems [15]. In response to the pervasive problem of fraudulent 
academic credentials, the study proposes a potential remedy through the implementation of a blockchain-based 
e-transcript system. The objective of this design was to offer a comprehensive set of features including security, 
transparency, autonomy, anonymity, data integrity, and resilience against distributed denial of service (DDoS) 
attacks [16]. 


Literatures Review 
Kanban Backlog 


Final Report 


Figure 1. Research stages 


2.2. E-voting 

The act of voting serves as a crucial means by which individuals determine the individuals who will 
assume positions of political representation and manage institutions. Utilized in a wide range of contexts, 
spanning from corporate environments to national arenas, it serves as a highly effective instrument for 
facilitating democratic decision-making processes. Throughout history, the act of voting has served as a 
fundamental means for individuals to express their preferences and make choices [17]. E-voting pertains to 
the contemporary method of employing information technology to streamline the process of voting. The 
utilization of this approach presents itself as a potentially effective method for addressing the difficulties and 
unethical actions commonly observed in traditional voting systems. E-voting has several notable advantages 
compared to traditional voting methods. These include cost-effectiveness, the removal of paper ballots, and 
the simplicity it provides to voters, who may simply declare their choice by clicking or tapping a screen [18]. 
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2.3. Blockchain 

The advent of the Industry 4.0 revolution has expedited a multitude of advancements in the realm of 
digital technology, among which is the emergence of blockchain technology [19], [20]. The blockchain is a 
data structure that consists of interconnected blocks, wherein each new block undergoes processing by 
participants, also known as nodes, within the network of the blockchain. A block consists of three 
components: a distinct value known as a hash, data, and the hash of the preceding block. The composition of 
data within a block is contingent upon its specific type. In the Ethereum blockchain, a block encompasses 
transaction particulars, encompassing information such as the sender’s identity, the recipient’s identity, the 
value of the coins involved, transaction fees, and more relevant details. The user has provided a numerical 
reference without any accompanying text. The concept of blockchain can be characterized as a decentralized 
and distributed ledger system. It facilitates the communal sharing and recording of knowledge within a 
community or network. Each member or participant retains a duplicate of this information. Each time a 
transaction takes place, all members of the group collectively validate the update. The data contained within 
the blockchain can include various types of information such as transactional records, contractual 
agreements, user identities, asset quantities, and any other form of digitally storable data. The permanence 
and immutability of data stored on the blockchain are notable characteristics. Smart contracts govern the 
execution, validation, recording, and distribution of data entries. These contracts assume the responsibility of 
third parties through the execution of intricate algorithms, thereby safeguarding the overall integrity of the 
blockchain. The integration of blockchain technology into the distribution of databases inside the e-voting 
system has the potential to address concerns related to election fraud and manipulation [3]. 

Figure 2 illustration of blockchain, highlighting its fundamental characteristics of decentralization, 
immutability, and cryptographic linkage. Decentralization refers to the distribution of power across multiple 
parties, rather than being concentrated in the hands of a single entity. This distribution is characterized by the 
sharing of authority among all players within a network. This practice ensures the continuous availability of 
services, mitigates the risk of failures, and ultimately cultivates confidence by providing uninterrupted 
service. In contrast to centralized databases, the blockchain possesses the characteristic of immutability, 
hence ensuring the preservation of data integrity. The interconnection of data entries is achieved via the 
utilization of cryptographic ties and digital signatures, while the assurance of their integrity is established 
through the implementation of hashing algorithms and the utilization of public-private keys. The primary 
objective of employing blockchain technology is to attain verifiable immutability. In the event of any 
modifications made to the data, it becomes necessary to recalculate the hash value of the block that contains 
the revised data, as well as the hash values of all future blocks. This suggests that it is necessary to utilize 
solely the hash of the most recent block to guarantee the integrity of all data. In the context of blockchain 
systems, the information included within blocks consists of verified transactions that have been recorded 
upon their inception. This design guarantees that any attempt to introduce, remove, or modify a transaction 
within an already confirmed block will be promptly identified [21]. 


Block #0 Block #1 Block #2 


Prev. Hash Prev. Hash ' Prev. Hash 
0000000000000000000000... | | 000015783b764259d38201 | 000012fa9b916eb9078f8d9 
Hash 
000015783b764259d382017d9 000012fa9b916eb9078f8d98a7 0000b9015ce2a08b61216ba5a 


Figure 2. Illustration blockchain 


2.4. Smart contracts 

Smart contracts, also known as digital contracts or self-executing contracts, are computational 
algorithms that are created to streamline, validate, and implement the conditions of a contract involving 
several parties, eliminating the requirement for intermediaries or third-party participation. Fundamentally, 
a smart contract serves as a means to encapsulate the terms and conditions of a contractual agreement 
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between two parties, namely a buyer and a seller. This encapsulation is achieved through the utilization of 
code. The system functions by adhering to predetermined criteria, autonomously implementing the terms of 
the agreement upon fulfillment of specified conditions. Distributed ledgers are responsible for the execution 
and maintenance of these contracts, utilizing blockchain technology to incorporate business logic into shared 
data [22]. Currently, the phrase “smart contract” primarily refers to automated computations that are carried 
out on blockchain systems. As an illustration, a directive could specify the transfer of 10 tokens to an 
individual on a predetermined date, contingent upon the fulfillment of a particular condition. Smart contracts 
in the Ethereum ecosystem are housed in contract accounts, which are only triggered when transactions are 
initiated to or from the respective account [23]. 


3. RESULTS AND DISCUSSION 

The research presented in this study utilizes a blockchain network as the foundational infrastructure 
for the e-voting system. The blockchain network serves as the primary database for storing crucial election 
information, such as election titles, candidates, and the voter list. Each transaction involving the blockchain 
necessitates the utilization of a public-private key pair, which is assigned upon the creation of a blockchain 
account. To enhance user comfort, a server-side database is employed to hold the public-private keys. This 
eliminates the need for users to repeatedly input their public key when accessing the blockchain network. 

Figure 3 the architecture of the proposed e-voting system. The initial step involves the organizer 
accessing a specifically designated webpage to initiate the establishment of a new election. The process 
entails inputting precise information, including the designation of the election, an enumeration of contenders, 
and the commencement and conclusion timings for the voting period. In addition, the individual responsible 
for coordinating the event enters the names and email addresses of qualified voters, which are subsequently 
saved within a server-based database. The aforementioned data is subsequently transmitted to a blockchain 
network, more precisely the Ethereum blockchain, so guaranteeing both transparency and security. During 
the second stage, voters get entry to the voting system’s webpage by inputting their email addresses. If the 
database of the system acknowledges the email as being registered, a distinct link is generated and thereafter 
dispatched to the corresponding email address. The provided hyperlink grants users access to the voting 
procedure. Voters can securely choose their chosen candidate. Following the conclusion of the voting 
procedure, individuals can access the instantaneous and unmodifiable election outcomes, hence enhancing 
the reliability and assurance of the e-voting system. 


3.1. System communication protocol 

The suggested system design incorporates many communication protocols for facilitating 
interactions inside the system, namely representational state transfer application programming interface 
(REST API) [24], JSON-RPC [25], and The peer-to-peer protocol (P2P) protocol [26]. The facilitation of 
communication between the computer of the organizer and the voters on the frontend server of the system is 
achieved through the utilization of the REST API protocol. Likewise, the communication between the 
frontend server and the external database is facilitated through the utilization of the REST API protocol. The 
communication between the front end and the smart contract is established via JSON-RPC. The exchange of 
information among nodes inside the blockchain network is facilitated using a peer-to-peer protocol. 
Individuals who choose to obtain election data stored on the blockchain may establish a direct connection to 
the smart contract by linking their computer to one of the nodes. 

In this section, we present Figure 4 which illustrates the communication protocol employed in 
blockchain-based e-voting systems. The proposed system design incorporates the utilization of diverse 
communication protocols to facilitate different elements and interactions inside the system. Every protocol 
serves a distinct objective, guaranteeing seamless and protected communication among the diverse 
constituents of an e-voting system. The following is a comprehensive analysis of the function and 
significance of each protocol within the system. The REST API protocol is a standardized set of rules and 
guidelines that govern the communication and interaction between clients and servers in a RESTful 
architecture. To facilitate communication across many components, such as the primary computing system, 
the frontend server, and an external database. The host computer establishes communication with the system 
frontend through the utilization of the REST API. The present protocol facilitates the transmission of election 
particulars from organizers to a server in a standardized format. The frontend server utilizes the REST API 
for communication with the external database. This system enables the secure and efficient transmission and 
retention of voter data and election particulars. The JSON-RPC protocol facilitates the communication 
between front-end servers and smart contracts that are implemented on the Ethereum network. The P2P is 
responsible for facilitating and regulating the exchange of information and communication among nodes 
within a blockchain network. 
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Figure 3. The architecture of the proposed e-voting system 
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Figure 4. Blockchain e-voting communication protocol 
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3.2. Essential voting contract 

The “essential voting contract” is a programmable contract designed to facilitate the establishment 
of elections on a blockchain network. Furthermore, it assumes the responsibility of overseeing the process of 
recording voter preferences and aggregating votes at the culmination of the electoral event. The smart 
contract has been deployed onto the Ethereum network, and for this research, the blockchain is operated 
using Hardhat as the chosen tool. Blockchain nodes serve as interconnected computers inside the blockchain 
network, facilitating the exchange of block data. Additionally, these nodes are responsible for validating 
requests to input data into the blockchain. The frontend application establishes a connection with one of the 
blockchain nodes, enabling it to have access to voting smart contracts. This study involves the utilization of 
four locally-operating nodes, employing the Hardhat tool for the purpose. Each instance of data insertion or 
retrieval in the blockchain will be meticulously documented in the transaction log of all active nodes. 

Figure 5 illustrates the operation of four localized blockchain nodes, elucidating the integration of 
the voting system frontend application with a singular node within the blockchain network. This connection 
facilitates the ability of front-end applications to access and engage with voting smart contracts that have 
been installed on the blockchain. This smart contract facilitates secure and transparent voting and retrieval of 
election results for users. This study employs Hardhat, a development environment designed for Ethereum, to 
establish four local nodes that replicate the operational characteristics of an actual blockchain network. The 
utilization of Hardhat enables development teams to conduct testing and development activities of their 
voting system within a regulated setting, before its deployment on an authentic blockchain network. Each 
transaction, regardless of whether it involves adding new data or retrieving existing data from the blockchain, 
is meticulously documented in the log of every operational node. The utilization of a transparent and 
unalterable ledger enhances the security and transparency of the voting mechanism, guaranteeing the validity 
of each vote and enabling the verification of election outcomes by anyone granted access to the blockchain 
network. Transparency and accountability in the voting process are enhanced through the comprehensive 
recording of each transaction at every node, hence safeguarding the integrity and fairness of elections. 


> npx hardhat node --hostname 0.0.0.0 —port 8547, ~/essentialvoting/backend main !3 > npx hardhat node —hostname 9 
—port 8549 08:08:46 
> npx hardhat node —-hostname 0.0.0.0 —-port 8549 


Accounts 
WARNING: These accounts, and their private keys, are publicly known. 


Any funds sent to them on Mainnet or any other live network WILL BE LOST 


WARNING: These accounts, and their private keys, are publicly known. 

Any funds sent to them on Mainnet or any other Live network WILL BE LOST 

Account #0: Oxf39Fd6e5laad88F6F4ce6aB8827279cffFb92266 (10000 ETH) 

Private Key: Oxac0974bec39al7e36ba4a6b4d238FF944bacb478cbedSefcae784d7bF 

MF 2FF80 Account #0: 0xf39Fd6e5laad88F6F4ce6aB8827279cFFFb92266 (10000 ETH) 
Private Key: Oxac0974bec39al7e36ba4a6b4d238FF944bacb478cbedSefcae784d7bF 

Account #1: 0x70997970C51812dc3A010C7d01b50e0d17dc79C8 (10000 ETH) 4f2ff80 


Figure 5. Running four local blockchain nodes 


3.3. Testing attacks on the system 

During the course of this experiment, a deliberate assault was executed on the blockchain 
technology to ascertain the robustness and safeguard the integrity of the system under development. The 
utilized method of attack is commonly referred to as denial of service (DoS) [27]. The objective of the assault 
would involve inundating the system with a high volume of requests to generate a large number of votes 
simultaneously, to impede users’ ability to initiate new electoral processes. To streamline the simulation 
process, the attack script is transformed into an endpoint that will be invoked. 

In this section, we present the results of conducting an attack test on the system that was designed. 
The test was performed to evaluate the system’s vulnerability to potential attacks. The findings from this test 
are illustrated in Figure 6. In the given scenario, an assault is carried out with a frequency of 160 demands 
per second. The assault was orchestrated by the organizer to instigate a new election. Despite the persistent 
assault, the organizers can effectively institute fresh elections, and voters retain the capacity to exercise their 
right to vote. This exemplifies the system’s ability to withstand cyber attacks by maintaining its core 
functionalities, enabling the continuation of elections even in suboptimal conditions. The system’s capacity 
to endure such attacks guarantees the preservation and uninterrupted operation of the voting process, 
instilling trust in the dependability and safeguarding of the e-voting system. 
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Figure 6. Attack test on the designed system 
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4. CONCLUSION 

This research presents a significant improvement in voting methods by introducing a blockchain-based 
e-voting system. Traditional paper-based voting has been problematic due to costs, inaccuracies, and 
vulnerability to tampering. E-voting offers flexibility but faces concerns about security and transparency. The 
new system addresses these issues by incorporating blockchain technology, ensuring secure, and transparent 
voting. Features include secure election data storage, public-private key pairs, a server-side database, various 
communication protocols, and a smart contract framework. This makes the system secure, convenient, and 
reliable. It has undergone extensive testing, including addressing issues like timestamp discrepancies during 
voting windows. The system is particularly suitable for small to medium-scale elections, offering enhanced 
security through blockchain’s network-based data validation. It stands out for its openness, allowing real-time 
access to election logs, thus fostering trust. The development and refinement of this system could 
revolutionize global elections, prioritizing security, transparency, and efficiency. 
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